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First, design thinking for defense transformation starts with the
development of designers in “reflective practice” where new ways
of learning and thinking emerge before they explore their own
complex environment or seek out potential solutions to apparent
complex problems. This reflective practice generates designers
whose synthetic thinking leads to deeper appreciation of complex
systems. Whereas first generation design is problem-focused,
second generation design focuses on design consequences as well
as emergent conditions that require deep thinking and novel
applications.

Second, designers in their process are compositional, expanding
construction of new language and visual expressions (images and
symbols) to further share and develop their understanding. This
design approach frames design as social action that is comprised of
both behavior and meaning, where that meaning is often socially
constructed comprising multiple perspectives of stakeholders. In
complex operational environments, this sort of challenge cannot
be completely penetrated by traditional military planning or even
first-generation design in useful or meaningful ways.

Third, design presumes the need for a designer that is provided
with formal authority within an organization. This may come
from a design strategic sponsor, or through the establishment of a
design team led by an empowered facilitator with direct access to
senior leadership. Further, the act of establishing a design team
implies that traditional planning processes alone are insufficient
for the complex emergent challenge affecting the organization.
Therefore, the act of establishing a Design Inquiry carries with it
the implicit admission from the leader of the organization that the
current cognitive tools no longer work (or are inadequate).

Fourth, educating designers requires a profoundly distinct
approach unlike traditional military training and education
techniques. Design educators use different language, apply
unfamiliar classroom techniques, and design deliverables.
Design, however, enables exceptional innovative and divergent
perspectives. This enables a leader to truly gain flexibility
through the discovery of multiple options of which many have
not been considered or developed previously. Design is not a
clean, pleasant, or predictive experience and hardly follows the
familiar “ends-ways-means” philosophical underpinnings found in
operational planning and tactical activities.

Fifth, organizations request design frequently without really
understanding what design is, or what “outside the box” really
means in terms of disruption, critical reflection, organizational
change, experimentation and triple-loop learning. Design occurs
in iterations requiring dynamic assessments between the client
organization (typically leadership) and the designers (typically staff),
with their ongoing interactions, discourses, and experimentations
generating synthetic thinking as well as an unfamiliar manner of
thinking within complexity- termed “sense making.”

Sixth, when designers sense-make, the “ends-ways-means” logic
of traditional operational planning is softened to provide flexibility
for the organization to fulfill the design process of reflective practice
and change. Thus, in a planned Design Inquiry, leaders should not
expect a linear process of progress and goal accomplishment, with
design being some sequential refinement action that leads to a
product. Designers work in a process of what Karl Weick describes
as “a continuing battle between freezing the thing and losing the
dream and keeping the dream but losing the common ground that
stirs others to make the dream happen.”

Seventh, unlike operational design (campaign planning), a
design deliverable frequently remains a bricolage of fragments
from many different concepts and models, but those fragments
paradoxically are also a unity expressed in synthesis as well as
holistic instead of analytic and reductionist logic. While military
organizations frame nearly everything in their interpretation of
reality in an ends-ways-means and highly analytical perspective,
design typically seems foreign and disruptive to them for what it
does, and how it goes about doing it. Design teams will forever
feel the constant pull and nagging of non-design entities in the
organization demanding end-states, tangible outputs, quantitative
metrics, or things that remind the organization of past artifacts
and actions so that design retains some element of familiarity.

Thus, the design deliverable is malleable, expressive, and gains
power and meaning through deeper analysis and application
employing a wide assortment of analytical tools. Critical reflection
can generate new conceptualizations to enhance planning
guidance. This process is well illustrated in the graphic below
developed by Ben Zweibelson for the US Special Operations Forces
Community which compares divergent iterative processes working
together with convergent linear thought processes.
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“Design Thinking draws upon
logic, imagination, intuition,
and systemic Design is the
ability to imagine that-which-
does-not-yet-exist, to make
it appearin concrete formas
a new, purposeful addition to
thereal world.”
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Action Learning Rules for Design Thinking

in Defense Transformation:

* Design is more than a method and technique; it is a way
of being in the world. It is working to create possibilities,
working with others and serving them in a manner that has
consequences.

Design must lead to something. With it comes a strong need for
expectation management.

Experiential learning leads to displacement of concepts. The
reflective practitioner gives attention to narratives.

You cannot make an “ought” out of an “is,” meaning that
description and explanation do not prescribe action.

Don’t start with problems or approaches that are creative
problem solving. Clients come with hopes and aspirations.
Define action in terms of aspiration, and not a problem.
Whatever you have as a problem, aspire to not to resolve it,
but to dissolve it. Become a reflective practitioner. @

About the Author: Dr. Walter L. Christman is a pioneer in
the global adoption of new cooperative ventures in education
and research to enable enhanced regional and global security.
A retired U.S. Department of Defense career civilian, he is the
principal architect of seven U.S. Secretary of Defense initiatives,
three of which were endorsed by a President of the United States.
He is President of Global Strategic Analysis, LLC and Founding
Chairman of the Global Challenges Forum Foundation. He
contributed this article as a senior advisor to the KSA Armed
Forces Command and Staff College in his capacity as a Lead
Associate at Booz Allen Hamilton.

1. Ben Zweibelson, “An Application of Theory: Second Generation
Military Design on the Horizon,” Small Wars Journal. February
19, 2017. (Can be accessed at http://smallwarsjournal.com/
jrnl/art/an-application-of-theory-second-generation-military-
design-on-the-horizon)

2. Cited by the LEADS Institute at http://leads-institute.org/
trans-design.html
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Design Thinking as Part of the Tool Kit
for KSA MoD Transtormation:

Navigating Complexity
Through Inquiry for Action

by Dr. Walter L. Christman

To build on its role as a leader of the Arab and Islamic worlds, the Government
of the Kingdom of Saudi Arabia (KSA) initiated a nationwide effort called “Vision
2030” to create a more vibrant society, a thriving economy, and an ambitious nation.

As part of this vision, the Kingdom of Saudi Arabia’s Ministry of Defense (MoD) is
undergoing a large-scale Transformation to become more efficient and effective in
safeguarding the Kingdom’s interests. This article speaks to design thinking and
its potential application as part of the KSA MoD transformation journey.

“Design Thinking draws upon
logic, imagination, intuition,
and systemic reasoning, to
explore possibilities of what
could be, and to create desired
outcomes that benefit the end
user (the customer). Adesign
mindsetis not problem-
focused, it’s solution focused,
and action oriented.”

(Creativity at Work, 2014)

Design thinking for defense transformation involves a small group
working on real problems, taking action, and learning asindividuals,
as a team, and as an organization. It helps organizations develop
creative, flexible and successful strategies to pressing problems.
The goal is to facilitate knowledge and experience-sharing in
pursuit of what U.S. Army General Stanley McChrystal in his
book, Team of Teams, has called “shared consciousness leading to
empowered execution.”

Design thinking for defense transformation is accompanied by
the need to establish multiple Action Learning platforms that
can enhance civil-military collaboration in response to complex
challenges with the aim of fostering greater organizational and
social coherence. These dynamics — notably the ongoing narrative
struggle over identity, technology, and economy — are expected to
help shape tomorrow’s global environment in new and profound
ways and are indeed best exemplified by Vision 2030.

In that context, the collective understandings of the KSA defense
transformation process will be grounded in the narratives it
constructs. As Haridimos Tsoukas has said, “The narrative mode of
thinking reminds one that behind every narrative there is a narrator.
A story told presupposes as storyteller; it is not an outcome of
logical necessity, but a product of contingent human construction.”

No one forms someone else’s identity without their participation,
and there are limits to cooperation. To navigate complexity through
inquiry for action, the Saudi MoD transformation effort might
benefit in joining the growing international design movement.

Design thinking for defense transformation can help to facilitate
innovation and creativity when dealing with complex emergent
contexts. Through the contribution of various concepts, language,
as well as practice, it has advanced a transdisciplinary design
revolution within defense and military circles globally in what
is loosely termed “second generation design.”* The design for
defense transformation movement has been stimulated by design
practitioners and theorists from Australia, Canada, Israel, Sweden,
the United States and elsewhere within several overlapping
networks of military design experimenters. The approach to
design theory presented here below embraces Dr. Ben Zweibelson’s
approach as we developed it together for the U.S. Joint Special
Operations University.

1
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Study

Table 1: analytics.SQLite database

id time log_type |name| module | extra

Filter Filter Filter Filter Filter Filter

1 |142189831466 | client_event | login |login_event| {}

The recovered friends.SQLite database provided a significant
amount of personal details that are crucial in the identification
of persons during a forensic investigation. Among the most
critical information about friends to a specific user within the
file include the names, phone number, and email address. Other
crucial detail about a friend to a particular user consists of the
date of birth.

The messages. SQLite database provides meaningful forensic
data concerning communication between the individuals. Among
the details recovered in the file concerning the sender includes the
time, message attachments, and name.

Further investigations of the messages.SQLite file revealed the
capability to retrieve additional content of text conversations.
The revelation of the conversation content in this test case is of
importance and meaning to forensic examinations.

Putting together these pieces of information would be of
significance to forensic investigators when required to provide
relevant evidence concerning a digital crime incidence that took

Command & Staff College

place via the Facebook application. The installation process of
the Facebook app in the two devices created a folder location in
the phone’s memory. However, the uninstallation process did not
produce any file folder. As observed, the uninstallation process
moved the installation folder created in the initial stages of the
methodology implementation to the deleted app folder under the
path: %Program File%Apps\Deleted. More so, the uninstallation
process left app remnant footprints from the unallocated spaces,
RAM, and system files, for example, shortcuts and event logs.
The identification of the type of recoverable Facebook footprint
remnants on an Android phone and their possible location on
the device’s memory is significant to the forensic investigation
community. This will impact the practical capabilities of the
investigation team to conduct similar tests more efficiently for
the recovery of feasible and substantial digital evidence after
the uninstallation of the Facebook app and other third-party
applications. Concerning the theoretical implication, the study
identifies an exciting area for a survey concerning the decryption
of recovered data to determine the contained content for purposes
of establishing the weight of digital evidence held. More so, the
research outcomes sought to identify the recoverable data only;
therefore, determining the type of information that cannot
get recovered after the uninstallation of a Facebook app is of
importance. The significance of this implication is to guide the
process of extracting digital evidence efficiently.

Issue (10) e 1442 e 2020

Conclusions

The research outcome contributes significantly to the process of
acquiring digital forensic, especially currently where the incidents
concerning security issues via online platforms have been on the
increase. One of the significant contributions made by the research
is the identification of the recoverable and the path of Facebook
files after the deletion of the app from a mobile device. Thus, the
study sets a background upon which other investigations can
refer to undertake similar tests on different types of third-party
applications, especially on a smartphone platform. Literature
surveys on other third-party applications seeking to identify the
evidence left behind after the uninstallation of different apps on
various platforms. Consequently, this would enhance the efforts
of digital forensic investigators. Also, this would ease the process
of gathering and identification of sufficient digital evidence, thus
combating the widespread menace of crimes over the internet. The
future works concerning the study should seek to expand its scope
for purposes of establishing more digital evidence regarding third-
party applications. One of the most important scopes of a target in
future works includes factoring in more platforms such as different
mobile models as well as computers. Another significant scope
future works should seek to incorporate concerns the expansion of
mobile applications subject for investigation. Future works should
not only focus on third-party apps, but also other types of mobile
applications that facilitate daily individual’s activities. @
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social networking app from a smartphone. The identification
of recoverable data and its probable location in a phone after
the uninstallation of Facebook would significantly boost the
capability of forensic investigators to conduct a comprehensive
investigation concerning digital crimes. Therefore, this research
will adhere to identification, acquisition, examination, and
reporting methodological approach as informed by previous
studies. Establishing Facebook’s recoverable data and its
location after the deletion of the app will significantly boost the
efforts of forensic investigators in conducting a comprehensive
investigation. Facebook comprises one of the most utilized third-
party applications across the globe. Facebook enjoys millions
of users across the world, thus making it a principal target for
exploitation.

Research Methodology

This study employed both qualitative and quantitative research
methods. Qualitative is flexible structured it can be modified
according to the facts collected and gathered. Starting with the
qualitative research which mainly focuses on the hypothetical and
theoretical data and not on numerical facts, figures and graphs.
Qualitative provides insights and gets a hands-on understanding
of the problem, mainly based on observations, anticipations,
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and interpretations. Coming towards the quantitative which is
mainly concerned with the statistical and numeric data. It is a
systematic and empirical investigation of observable phenomena
via, statistical and mathematical techniques. It consists of large
numerical data after that they conduct data analysis on that to
find correlations. Quantitative approach in this research was
used to ensure the accomplishment of the study objectives. The
qualitative approach was used in this research for recovery of the
data from the phone’s memory using standard data recovery tool
FTK. The recovered data items from the phone’s memory required
classification to their format and type to describe the recoverable
app and user information after the deletion of the Facebook
application.

The research design methodology outline was as follows:

* Wiping and restoring the devices factory defaults.
Installing the Facebook app and configuring the created user
accounts.
The population of both devices with data through the created
Facebook user accounts.
Exchange data and allow the devices to update for several
days.
Isolate the devices by wrapping them in a faraday bag and
activating airplane mode.
Uninstall the Facebook app from one of the two devices.
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* Root the devices separately.

* Perform a full acquisition of the file system on both the devices

and store them separately on external drives.

® Analyze the results by Forensic tool kit (FTK).

Every device got populated with sample data through the
exchange of text and other media formats via the created Facebook
user accounts. On the bare minimum, both user profiles got filled
with pictures, profile information, and location. The Facebook
accounts were in frequent use during the initial phases of the
research to ensure the presence of sufficient amounts of data exists
for analysis.

Experimental Setup and Analysis

The implementation involved various steps to ensure the proper
environment to conduct a comprehensive forensic investigation
by setting up a workstation with the necessary forensic tools
like FTK to facilitate the process of forensic examination along
with two android smartphones installed with the Facebook app,
a laptop running Windows 10 OS, two external disks, and USB
data cables. After the setup, the first phase was accomplished
with sending photos and texts between the two devices through
the Facebook social network. After exchanging multiple media and
text messages, switched the devices to airplane mode to isolate
them from any communication as well as application updates. The
next phase includes uninstalling Facebook from one of the two
mobile devices. FTK was used to imaging (bit by bit copy) both
phone’s internal memory, storing them in different external drives
subject for forensic examination. The two images were extracted
and examined separately through the use of the FTK to establish
the recoverable artefacts in both scenarios.

The experiment involved several task through the Facebook
social network platform to ensure the generation of data for
use in the forensic investigation and involved an exchange of a
limited number of media and text. The process implemented the
established forensic steps, which include identification, acquisition,
examination, analysis, and reporting of findings. However, to ensure
the establishment of massive forensic artefacts, the experiment
required to include an extended exchange of media with multiple
individuals and for a longer period. For purposes of verifying the

results from the recovered data on the device with the uninstalled
Facebook app, the experiment involved a comparison analysis. The
analysis relied on the findings of the recovered artefacts from the
equipment installed with the Facebook app (the receiver device).
The comparison examined media metadata such as time, sender
profile, ID, and content of the text received against those of the
sender. The use of only two Facebook accounts facilitated the
validation process by eliminating the confusion in verifying the
actual sender in a real scenario, which involves multiple media
and text exchange from different friends. The research intended
to establish the recoverable artefacts from a deleted Facebook app
on an Android phone. The outcome resulting from the practical
implementation of the research achieved a significant proportion of
the established overall objective. The acquired artefacts from both
scenarios played a substantial role in determining the likelihood
to recover Facebook data both before and after the deletion of
the app. The acquisition of the app data through the use of FTK
enabled the identification of three crucial SQLite database files,
which provides substantive information regarding Facebook user
activities on a mobile phone device. The three records obtained for
this research in the deleted folder include;

¢ analytics.SQLite database
* friends.SQLite database

* messages.SQLite database

The path to these database files on the target device is Program
File\Apps\Deleted. Each of the records contains different details
of a specific activity that took place via the use of the Facebook
application. It includes the capability to recover substantive
data even after the uninstallation of the Facebook app from an
Android mobile phone platform. The deletion of the app from the
target phone results in the relocation of the created folder during
installation to Program File\Apps\Deleted. Obtaining the app
database files from this folder provides an opportunity to gather
details of user activities via the application. The recovered SQLite
database files make available various user details that are crucial
in forensic investigation. The analytics.sqlite database contains
essential forensic data concerning the user activities among them,
including the last time an individual logged in into their profile, as
shown in tablel.
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where to retrieve third-party applications, especially Facebook
data, after its deletion in a mobile device. Presently, the exchange
of information between persons across the globe has undergone
enhancement through the use of mobile apps. The portability of
mobile phones comprises one of the leading factors for their wide
adoption. Also, the provision of a range of features by installed
apps on smartphones has had a significant effect on the efficiency
of information sharing between individuals and groups of people
across the world. Some of the features provided by these apps
include but not limited to the capability to share images, text
messages, and video files. However, third-party application
platforms involve a significant security issue, as observed with the
increase in digital crimes over the recent past .

There have been numerous studies intending to examine instant
messaging apps like WhatsApp. WhatsApp has undergone digital
forensic examinations to establish the application stores activity
information in the phone’s internal memory as well as establish
recoverability of deleted data such as contact details . Another
study analyzed Instagram seeking to establish the storage location
and the recoverable data from an Apple mobile device. The
findings of the study established the availability of the app’s data
in the phone’s internal memory. Also, the forensic examination
recovered different types of data, such as username information,
various data sharing dates, and deleted photos ¢. Developers
continuously release new versions of operating systems targeting
to improve the user experience 7. As a consequence, forensic
investigators experience significant difficulties in establishing
the meaning and locations of data during forensic investigations.
Therefore, this paper presents a scenario-based methodology for
undertaking forensic examination for Facebook social networking
app on an Android mobile device. When implemented on Facebook
security incidents, mobile forensics can offer investigators with
substantial data to assist in the process of investigation. The need
to investigate social network apps, especially Facebook, originate
from its wide adoption by numerous individuals and the reliance
to share information. At present, third-party apps comprise an
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essential part of the mobile phone environment. Consequently,
both the Google Play and Apple app stores have increasingly
experienced growth in the number of apps and downloads. These
include the popular platforms from where electronic device users
across the globe download apps for installations ©.

The increased adoption of the app by individuals for
communication makes it the prime target by malicious persons
whose main aim is to exploit users and acquire personal
information Pl. The primary intention of gathering user data by
malicious individuals is for personal gains, which may include
financial and sexual exploitations, among others. Digital crimes
have been on the rise, primarily via social networks, thus the need
to establish additional methods to perform comprehensive mobile
forensics to obtain considerable amounts of digital evidence.

The primary purpose of the forensic analysis in this research to
determine the location of forensic artefacts left by the Facebook
app on a smartphone upon the deletion of the app. So the analysis
intended to establish whether the recoverable data provide
meaningful artefacts for mobile forensics. Focus of the research
concerns the Android smartphones and Facebook social network.
Establishing Facebook’s recoverable data and its location after the
deletion of the app will significantly boost the efforts of forensic
investigators in conducting a comprehensive investigation.

The paper was organized in various section, first section was
introduction it includes background, purpose of the work and
current state of the research in Forensic Analysis of third-party
applications. Second section includes related work and literature
review of peer-reviewed journals and books and their contribution
to the field of mobile and digital forensics. The survey will be of
significance in establishing the existing gap in the mobile forensics
field, especially targeting third-party applications. The third section
was the methodology part, identifying the methodological approach
to the survey was considerably enhance the efforts towards
the realization of the paper’s goals. Section four includes the
experimental analysis, validation, observations and key findings.
Section five includes the discussion and conclusion. The conclusion
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in the paper would serve an essential role by establishing the
procedures and relations underlining the study findings.

Related Work

Researchers and academicians have undertaken multiple
research concerning the forensic analysis of third party
applications. The unprecedented rise in the number of individuals
using third party mobile applications exposes users to digital
exploitations and attacks 1'%, The high rate of digital crimes by
using mobile phone for the intervention of forensic investigators
in finding relevance and strong electronic evidence admissible in
court. One of the significant reasons necessitating the involvement
of digital forensic investigators includes the high volatility nature
of the mobile device memory Y. As a result, the high volatility
leads to the erasure of data as the user continues to use the
device for communication and other activities. In 2 authors used
multiple methods to acquire information from the Android phone.
The tools utilized in this research include (FTK) Forensic Tool Kit
and CelleBrite UFED. The FTK tool enabled the recovery of call
history, pictures, SMS/MMS, web history, email data, passwords,
voice mails, and GPS information. The CelleBrite UFED tool, on
the other hand, facilitated the recovery of SMS/MMS messages,
call logs, videos, photos, and contact information.

In 131 authors undertook a study seeking to establish adaptable
encryption standards to hide communication on instant messaging
apps purposing to secure the exchanged message. These include
symmetric and asymmetric algorithms. Symmetric includes
algorithms such as AES (128 bits), Twofish (128 bits), and
the serpent (128 bits) while asymmetric comprises RSA and
Diffie-hellman, among others. The forensic process employed
identification, acquisition, and examination methodology. The
results indicated neither the presence of encryption nor encoding
of Facebook messages, thus the need to ensure encryption of texts
shared via the instant messaging app. Reference ¥ deal with
examining the Android memory through physical and logical
approaches to inform on the process for adoption to obtaining
sound forensic artefacts. Reference ' researched mobile forensics
and delivered significant findings and recommendations to follow
in undertaking similar tasks, also investigated the evidence
retrievable, the research involved laboratory experiments by
working on three different models of smartphones, iPhones,
Android, and blackberry and some of the social networks
investigated were Facebook, Twitter, LinkedIn and Google.
These platforms comprise of the third-party mobile applications.
In paper ¥ authors conducted a forensic study on WhatsApp
social network platform seeking to extract useful information on
an Android phone. WhatsApp comprises one of the most popular
third-party applications with a lot of users across the globe. The
methodology utilized includes identifying, preserving, analyzing,
and presenting digital evidence. The investigator employed a
methodology by strictly following the identification, extraction,
analyzing, and reporting process.

In U7 authors did a forensic investigation on Facebook photos
to establish the trails left after renaming, compression, and
resizing of the pictures. The necessary metadata established to
remain on a photo includes the date, camera settings, time, and
generic descriptions. The research finding provides a ground to
conduct a comprehensive forensic investigation by identifying
changes and trails left behind after uploading a picture via
the Facebook app. In the reference ', a standard process was
identified to guide the extraction of evidence from mobile devices.
The method defined by the authors chronologically includes
intake, identification, preparation, isolation, processing, verifying,
reporting/documenting, presenting, and archiving. In ' authors
conducted forensic research on Facebook seeking to establish the
data that remains on Windows 8.1 OS and the corresponding
locations on the hard drive. This investigation entailed residue
information after the use of Facebook on windows and a computer.
The study also seeks to identify the type of data that remains
in RAM (random access memory) after the use of the Facebook
app on a PC running on Windows 8.1 operating system. Another
important research conducted in %2 was closely relates to
Facebook forensics on a Windows 10 platform. The study focused
on examining the locations for user information on the SQLite
database. In 2 authors were reconstructed the past incidents
in smartphones through forensic tool. The research established
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that data is retrievable from a device, backup files, on PCs, and
the received as well as sent messages both from groups and
individuals. Some of the identified sources of data necessary in
incident forensics include SMS, e-mails, photos, MMS, call logs,
audio files, videos, geo-locations, and other app information. In 23
authors conducted a study regarding mobile forensics by focusing
on the operating system and forensic tools limitations. The
research was of significance in establishing various factors that
limit the capability of investigators to undertake mobile forensic
investigation comprehensively. The study purposed to respond to
the increased number of cybercrime incidents, which continues
to escalate at a considerable pace since the establishment of the
internet. The performance of a mobile forensic tool is measurable
by its probability of successful extraction of specific digital
evidence.

In 24 authors analyzed three third-party applications, namely
Skype, Viber, and WhatsApp. The investigators intended to
establish forensic artefacts retrievable from the apps data
remnants concerning individuals. The investigation of these
three apps revealed that phone numbers, video, images, contact
information, and messages are recoverable from devices installed
with the three apps, as mentioned above. The examination of the
device in search of forensic artefacts followed a specific method
that involves seizure, acquisition, analysis, and reporting process.
The significant artefacts recovered by the investigators in [29
include app information, internet data information, multimedia,
graphics, organizer information, call history, contact, and
messages. Finding this information is of significance to any forensic
investigation because they provide reach details that considerably
facilitate the establishment of perpetrators of digital crimes. In [2¢
authors conducted a forensic investigation on WhatsApp instant
messaging app seeking to obtain its latest forensic artefacts that
utilize. crypt12 encryption.

The forensic investigation process employed collection,
examination, analysis, and reporting methodology to conduct the
exercise. Reference 1?7?81 dealt with a case study concerning the
framework and methodology employable in investigating social
network applications, especially the Facebook App. The study
aimed at conducting a forensic analysis of cloud forensics and social
network in an internet environment. The case study is in response
to the numerous challenges faced by forensic investigators because
of the increased identity theft, public defamation, compromise of
personal data, and cyberstalking, amongst others.

The review of the related works carried out by digital forensic
professionals and academicians is of significance as it has enabled
the establishment of a research gap, which the study seeks to fill.
Identifying the recoverable data and its location after the deletion
of Facebook from the smartphone will facilitate the efforts of
obtaining digital evidence efficiently. The review of related works
has also provided adequate information and knowledge, especially
regarding the methodology of adoption in the study to accomplish
the research objectives. One of the most significant research gaps
identified after close examination of various research articles
includes a lack of a forensic study to establish the location and
recoverable data after the deletion of a Facebook app or any
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The expansion of the phone’s memory space and processing
power comprise some of the primary contributing factors to the
evolution of digital crime. Therefore, wide adoption and reliance
of third-party applications expose individuals to various digital
crimes. In this research both qualitative and quantitative
methods are used. The recovered data items from the phone’s
memory were classified and facilitate the description of the
recoverable app and user information after the deletion of the
social networking app like Facebook. The choice of Facebook
as the subject app for investigation arises from the fact that it
comprises one of the major social network platforms. Some of
the recoverable data in both scenarios include but not limited
to text messages, login information, friends’ information, and
Majid ALThebaity user account details, among others. The research seeks to fill an
MS in Cybersecurity and existing gap concerning the establishment of the location and
Digital Forensics (CSDF) types of recoverable data after the uninstallation of the Facebook
application from a smartphone device.

Lieutenant Colonel,

The advancements in mobile technology have multiple benefits as well
as shortcomings to the consumers. One of the significant benefits of
mobile phones includes enabling individuals to communicate efficiently
with others across the globe. Primarily, mobile phone users rely on third-
party applications to share information with efficiency; however, this
has not been without crucial security concerns. Third-party applications
have been a platform for digital crimes, especially social networks,
which comprise one of the most relied upon mobile apps by persons for
sharing information. Social networking apps leave a range of footprints,
unlike other forms of mobile applications [!!. Therefore, mobile forensics
of third-party smartphone apps can provide substantial and crucial
digital evidence, especially to forensic investigators. However, numerous
challenges hamper the success of forensic investigators. One of the
significant obstacles challenging the acquiring of substantial digital
evidence emanates from frequent updates of the operating system 2.

Mobile forensics is a branch of digital forensics that primarily deals
with tablets, PDAs, and smartphones. Principally, digital forensics
entails scientific driven and approved methods seeking to collect,
preserve, validate, identify, analyze, interpret, and present electronic
evidence acquired from digital devices. The principal reason for
undertaking the above activities purposes to facilitate or further
reconstructing events deemed criminal or actions that result in
disruptions of operations. Therefore, mobile forensics entails the use
of scientific methods intending to recover potential electronic pieces of
evidence from mobile devices by relying on techniques similar to ones
applied in digital forensics. Undertaking mobile forensics involves two
main techniques, which comprise of physical and logical acquisition
methods. In the logical acquisition, the investigator embarks on copying
storage objects such as file system partition and directories bit-by-bit.
Physical acquisition entails bit-by-bit copying of the entire physical
store, such as memory chips .This research uses both the physical and
logical evidence acquisition methods to ensure identification of areas

2 Command & Staff College @ Issue (10) e 1442/ e 2020 Command & Staff College e Issue(10) e 1442 e 2020



olisJl

ALl cmss Loie 40 1 oilagll agall (6583 oo Lial35 suaall 1 3l
ez o5 Al cals ojallase Gl el Gle Bagand] sl
ol Aenis @yt (e ddel Loy ceialdy sl oo dasl 5ily Kl
laienly o Jux o Shm 3 ol alSs Lasls 3usuaily w¥Lell oIS
dalad (pe diginl Lag VoY dnh) callall Hlasi¥ly anally <Ll Aleal
gloall 35035 cudan By . LajLal Calazig Lgila yime (555 Ll A galo &350
Olalis G dama ¥l ST genadl Conlio 33501 Guiga Bile s alataly
ooty i >ST Blaid ¢ pladl 539 13801 Galzma s (S agall g
Olebes Gl iyl e yodl asls (ye Buabeadl AaalolLy 351550 2)l5 2
L) le alaiall plaadl 5513y sk Aady e sgaw JT Jujell sue 0
slaill Cauguadl Gladall z3sedlly (35l okl bl p Al il
s5u le cael Gl Bl 35lell cldlaiey AeSganlly endaill JSuglly
ribosl g Lol am sl il

Oy dgaill dalai Ausl 31 pommg Sl oyl 3 elall oL Lilasly
Aaala Guanls pgydie 3V 13 (il JUI (uly 2 5a aidadl sLennl
calizes e glaad) 5,155 2 35040 (@9 stalM e S 1503 sl gloutl
2 alall 4l Wy (ool ¥ SAIl clage 5015 <L clls g calygid
AlEiag sudae cllin 2 a8 il eulgall 3503

>l gl plandl Aaaland Jooidl Al Bylay el agadl (=i Lag
38 S Baaladl 0055 01 2 331G DL ) Ysumg Adgieal | 589 (gl
5alall 200l pusbatlly Al ) aalaly Al 2 Sl el
ibosll a¥l e Analoeall Fuliadl M3 sa 50535 «cnsally O pSuall
ALl mlline (e plaadly

o Bagand! Lgiloey 2 Aloma oo Galgi o Loy elss ol 45l
il £35aill Jpumsll Silogll plall Aasla el alis 2eja 33 ey
(@esd Aol Alell o132 3ueld pludly Jooill suall faa Sl . caugill
ISy ceelme 2 el iy Tmeaiie AT 3S;5Liey A julasdl UL
Ao 98 Lo S @uEi 2 3l 5 Apas Aol il s 3y ,Sue ol ginge (e
@SS humianl sl 1aa Ly of oalal egilallant 2lsy 1 51 Alxll o 528
@ o s ) Loaldy adlall Ladhg ale JSs

o S 1 2 KR o RS 2 6« |
9. §ag2udll ibgll ogUl

02020 ® 1442 ® (10) ool o I Sphlgesual alS

Pl gy aalS

USH /7 auaell
zSloll alll 2ue (1 Jlws
=l gy

116



